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Preface


  
  
    The phrase “Internet of Things” (IoT) alludes to the billions of physical devices connected to the Internet in order to exchange raw data and analyze the information. By collecting data from these devices and analyzing them, IoT makes the devices smarter, and the processes more efficient. IoT can bring endless opportunities to every aspect of our lives. For example, in a city environment, insights gained from that collected data can be used to manage resources and services more efficiently, leading to creating the concept of smart city. The city is smart, if it is connected. In a connected city, the traffic and transportation systems are managed more efficiently, the quality of urban services are improved, the performance of processes are enhanced, the consumption of resources are optimized, and the cost of services are reduced.

    IoT is in early stages of its life. However, it is growing in a fast pace. As more and more IoT devices are deployed, we witness that every aspect of our lives is changed by the IoT.

    This book sets out to introduce the IoT use cases and technologies. To demonstrate the effect of IoT and its potential to change our world, several practical examples are discussed. The book also discusses the existing wired and wireless communication technologies that have enabled IoT.

    This book is organized in three chapters. The outline of this book is as follows: Chapter 1 introduces the fundamental concepts of IoT technology and explains IoT verticals, use cases and applications. Practical scenarios are discussed to demonstrate different applications of IoT in a variety of industries. Chapter 2 explains about wired IoT technologies as well as short range wireless communication technologies that have paved the way for IoT to be used for different applications in a variety of uses cases. Chapter 3 focuses on low power wide area technologies that provide long range connectivity for those applications where small amounts of data are transmitted often infrequently.

    At the end of each chapter, there are several multiple choice and review questions which provide the readers with a better understanding of the topics that have been discussed in that chapter. The solution to those questions can be found at the end of the book.

    

  

  




  
  







Chapter 1: IoT Use Cases



  
  1.1 Introduction

  
    The Internet of Things (IoT) enables the power of the Internet and analytics to be given to the real world of physical objects. In IoT world, a physical object needs to be connected to the Internet using a connectivity method to send its data in order to be processed in real time or offline. This data could be used to control the object itself or control the other objects in a smarter manner. Therefore, we can look at the IoT as a network of connected objects which are able to exchange data and information via the Internet. Years ago, the idea of establishing a network of massive physical objects seemed impossible or at least impractical. The fact that a physical object needs to have a processor and a means to connect to other physical objects would impose challenges that made the widespread use of IoT impractical.

    There is a broad range of physical objects that fall under that umbrella of connected Things. A Thing can be as simple as a temperature sensor that gathers the temperature data to monitor the temperature inside a building. An appliance can be considered as a Thing in which it can exchange data through the Internet with other objects that assist the appliance to manage its energy consumption more effectively, improve its performance, or increase safety of its operation.

    Since the Things are connected to the Internet, they can send their data to a data center or cloud for processing. For most applications, the duration of sending data from the physical object to a remote data center, or even the round-trip time for transmitting the data to the cloud, processing and analyzing the data, and sending information back to the object is not too large to cause any problem. In situations that the delay is too large, edge-computing can be used. In edge computing, an edge device within relatively close distance to the physical objects can process the data, and send the information to the physical objects to reduce the delay. An edge device can also aggregate the data before sending it for further processing or storage.

    Coca-Cola vending machine at Carnegie Mellon University might be considered as the first device that brought to light the concept of a network with smart devices. This vending machine could report its inventory remotely in 1982 before the era of modern Internet. Therefore, we may not name it as Internet of Things, but certainly was a network of things. A toaster that could be turned on and off remotely over the Internet was introduced in 1990 and can be considered as one of the first IoT devices. But, the term “Internet of Things” was coined by Kevin Ashton, to promote Radio Frequency Identification (RFID) technology in 1999. He used this term as a buzz word to get the attention of the management to RFID technology. The IoT concept did not gain much of popularity until 2010. Gartner added the name IoT on its “hype-cycle for emerging technologies” in 2011. Nowadays, IoT technology has made itself well established across many industries such as healthcare, energy and industrial automation. The use cases of IoT are increasing at a very fast pace. The number of IoT devices deployed is expected to grow exponentially, and we can expect increasing amount of data exchange through the Internet by the physical objects.

    IoT is going to change every aspect of our life. The IoT chip designers and manufacturers are investing heavily in IoT technology. The number of IoT chip manufactures and IoT modules have been increased substantially during past years. The number of production of IoT modules are also increasing rapidly. These IoT modules, nowadays are part of different devices used by a variety of industries. The list of the industries that are using IoT is growing rapidly as well. Transportation, energy, smart cities, retail, agriculture, and healthcare are some examples of industries that utilize IoT technology.

    IoT is changing telecommunication industry which provides connectivity for IoT. Telecommunication companies and service providers are trying to accommodate with the requirements needed by IoT. Due to its unique characteristics, IoT brings many changes to service providers. However, this is not new for telecommunication companies. Many years ago, telecommunication companies provided only voice services to their costumers. The need for data services introduced a substantial change in structure of these companies where they were able to successfully accommodate the new requirements and manage the needed modifications to their network. IoT has its own characteristics that are unique and somehow different than voice and data services already provided by service providers to people. The IoT devices usually need higher uplink bandwidth as compared to downlink, while humans generate more downlink traffic. The traffic generated by an IoT device can be significantly lower or higher as compared to the traffic generated by a person. For example, a metering device might need to transmit only several bytes per day, while an industrial machine installed in a smart factory might need to transmit several kilobytes of data per second. In most applications, the IoT device sends its data through the day periodically, while the people generate more traffic during the day as compared to the night time. Also, in some IoT applications, the IoT device sends its data after an event is detected, while the traffic generated by humans is not usually event based.

    Since the huge amount of data produced by a staggering number of IoT devices needs to be stored, processed, and analyzed, IoT will continue to make new opportunities for cloud providers, application designers, data analyzers, and system integrators as more and more organizations realize the true power of IoT.

    IoT can be categorized into three different clusters of verticals, use cases and applications, in which each vertical has several use cases and each use case can have several applications. IoT vertical indicates the use of IoT in a specific industry segment. An IoT vertical has unique regulatory bodies, supports specific standards, policies, procedures and protocols. Each vertical can be further divided into use cases. A use case usually is served by the same platform and they usually need similar methodology for processing, storing, and analyzing the data. For example, in the transportation vertical, there may be use cases related to autonomous vehicles. Each use case may include several applications. Applications often use similar solutions and software programs. Sometimes the IoT vertical is divided into sub verticals to make a four layer categorization. Unfortunately, the above mentioned taxonomy is not used in practice and there is no common agreement on IoT categorization. For example, you may find manufacturing as an IoT vertical in some documents, while it has been considered as a use case under industrial vertical in other places. The need for categorization comes from the fact that two similar applications, belonging to different use cases or even different verticals might be quite different due to their requirements in terms of regulatory bodies, standards, policies, protocols, platforms, processing and etc.

  

  1.2 IoT connectivity

  
    IoT can be implemented using many IoT connectivity schemes that connect an IoT device to the other devices through the Internet. In general, the Internet connection can be either wired, or wireless. Wired and wireless communications have their own advantages and disadvantages and should be chosen depending on the application. Understanding the benefits and drawbacks of wired and wireless connectivity schemes enables us to make an informed decision regarding IoT implementing solution. There are many factors that affect this selection. Example of these factors are the number of IoT nodes in the network, the location of nodes, the maximum range of the network, the required bandwidth or data rate, the maximum power consumption allowed, and the security requirements.

    Wired connections are reliable, fast and very secure. They are more reliable than wireless connections since they are less prone to packet loss as a result of path loss or interferences from other electronic devices. However, they suffer from higher cost of implementation, and lack of support for mobility. Scalability is also another problem with wired networks. The wired IoT network is only practical if IoT devices not only are close to each other to reduce the cabling cost, but also at least one of them is located close enough to a wired Internet access point. For many IoT applications, wired connectivity is not very practical and wireless IoT implementations are the common solutions.

    Short-range wireless technologies such Bluetooth, Zigbee or even WiFi are enablers of IoT. These technologies use the Industrial, Science, and Medicine (ISM) spectrum which make them very attractive. To connect the IoT devices to the Internet using these technologies, there is a need for an IoT gateway which on one hand is connected to the IoT physical device using short-range technologies and on the other hand is connected to the Internet. The IoT gateway is located at the edge of the local network, and sometimes has enough processing power to perform some computing at the edge. Figure 1.1 shows a situation that many IoT devices are connected to an IoT gateway to send their data to the Internet.

  

  
    [image: ]
    Figure 1.1: IoT gateway for the Internet connection
  
  
    Wireless IoT is becoming a mature technology, expanding rapidly into more and more industries, and is creating a domain of devices that in many situations are battery operated. In many applications, it would be extremely challenging to replace these batteries. For this reason, low power consumption is one of the requirement of wireless IoT technology. Another reason for designing IoT devices with low power consumption comes from the fact that there will be a massive number of IoT devices in the future. If we can reduce the power consumption of each device, we consequently need less energy to be produced to power up these devices. While there are different sources of energy such as wind, and solar that are renewable and some what are clean, most of the energy generated today comes from burning fuel. To reduce the power consumption of the IoT devices, the device needs to go to sleep if it does not have anything to perform. The longer the device sleeps, the lower amount of energy is consumed which increases the life time of the battery. Since low power consumption is one of the most important characteristics of wireless IoT, technologies such as Bluetooth Low Energy (BLE) or Zigbee are often used in IoT applications. WiFi might be used in IoT applications that require higher bandwidth and the ones that power consumption is not a concern.

    Besides short-range technologies that connect the IoT device to the Internet through gateway, there is another option that is particularly designed for providing long-range connectivity. A Low-Power Wide-Area Network (LPWAN) is a cellular network that provides long-range connectivity for devices that require low power consumption. The Cellular IoT (CIOT) networks have high reliability as well as availability and provide a good coverage. The CIoT technology can be divided into licenced and un-licenced technologies. The licenced-band IoT technology has superior performance in terms of expandability, interoperability, security, coverage, and Quality of Service (QoS). The most important unlicensed cellular technologies are Sigfox and Long Range Radio (LoRa).

    The Third Generation Partnership Project (3GPP) is the global technical body which develops technical specifications for mobile communication systems. The 3GPP cellular IoT technologies belong to the category of LPWAN systems. The licenced-band CIoT has been implemented using different generations of cellular network. Many IoT applications can be implemented using existing second (2G), third (3G), and fourth (4G) generations of cellular technologies. Fourth generation of cellular network has made it possible to achieve larger bandwidth, lower latency and greater density. Cellular IoT can be enhanced substantially in terms of capacity, coverage, density per cell, latency, and power consumption by using fifth generation of cellular networks (5G). 3GPP has developed technical specifications in its Release 13, 14 and 15 for IoT applications using 2G, 3G, and 4G cellular technologies. 5G cellular network has been designed for three different types of applications. The first one is mobile broadband (cellphones). The second one is massive machine type communications (MTC). This category is designed specifically for IoT applications. The last one is ultra reliable and low latency communications which is made and tailored especially to be suitable for real time and safety applications. Therefore, 5G cellular network addresses the needs and requirements of IoT applications as part of its design.

    1.3 Examples of IoT use cases and applications

    IoT provides precise insights to many applications in different sectors of a variety of industries and businesses. It brings efficiency, safety and can revolutionize the way many businesses and industries operate. For instance, energy companies in the field of oil and gas have their operations spread across many remote locations. IoT technology can provide these companies with continuous monitoring of their remote sites. Manufacturing relies heavily on complex machineries to manufacture products. Therefore, manufacturers have an interest in improving the performance of these machines. Connecting the machines to the Internet can improve precision, increase safety and bring efficiency to the operation of these machines. In this section, we will discuss some use cases of IoT to give the readers some understanding of how IoT brings changes to various industries.

    1.3.1 IoT for Research

    Scientists, researchers, and conservationists study the behavior of animals and try to understand the factors that are important to their survival. The natural habitat of many animals is under threat due to factors such as climate change, or disruption in food chain. The population of many species are shrinking, and many are becoming extinct. To save these species, there is a need to find out everything about their behavior and living. Understanding the animals’ travel habits and trajectories, or the locations that they search for food, are examples of important information that can help the scientists to save these endangered animals.

    The data related to animal behavior can be obtained using IoT technology and through tagging the animals with sensors. A wearable IoT can be attached to the animal’s body to sense parameters such as location, temperature, and type of activities. The collected data can be stored in a database and used by the scientists to identify the important factors that can address the animal’s behavior. Scientists can use the data to design scientific models that can be used to protect endangered or threatened species. There are thousands of animals that are listed as endangered. Using the collected data, the scientists can better understand why the population is in decline and what solid actions need to be taken to help them survive. Figure 1.2 shows examples of using IoT to establish connected habitats for understanding the animals’ behavior by tracking their location, monitoring their heath signals, or generating event-based images or establishing connected habitats.
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Chapter 3: LPWAN



  
  
    3.1 Introduction

    LPWAN stands for Low-Power Wide-Area Network. This technology provides low-power wide-area coverage which is a requirement for a vast majority of wireless sensor networks. It suits all IoT applications where small amounts of data are transmitted infrequently. Using LPWAN technologies, the IoT devices can also get connected to the Internet directly which eliminates the need for IoT gateways. Therefore, it is a perfect IoT connectivity solution for mobile IoT devices. LPWAN technologies can be divided into two main categories: the ones that use licensed frequency bands and the ones that operate at unlicensed frequencies. LPWAN technologies are more suitable for IoT applications that require long-range connectivity, low power consumption, and near real-time communication.

    3.2 Unlicensed band LPWAN

    The most important unlicensed cellular technologies are Sigfox and Long Range Radio WAN (LoRaWAN). LoRaWAN is a LPWAN protocol and system architecture developed by LoRa Alliance which provides low-power and long-range communication. LoRa Alliance is an open, non-profit association with many global members from telecommunication companies. LoRa (developed by Semtech) defines the physical layer of the system, which actually is a non-cellular modulation technology for LoRaWAN. Lora supports adaptive data rate by considering a trade off between data rate and range. It uses six spreading factors where the higher spreading factors provide longer range and lower data rate, and the lower spreading factors provide higher data rate at the expense of lower range. LoRaWAN supports both 250 kHz and 125 kHz bandwidth. Depending on the channel bandwidth and the spreading factor, the LoRa data rate varies between 300 bps and 50 kbps.

    LoRaWAN defines the protocols over the LoRa physical layer. It is the network architecture which operates in a non-licensed band. The most commonly used frequency bands of LoRaWAN are 433 MHz in Asia, 868 MHz in Europe and 915 MHz in North America. The adaptive data rate provided by LoRa technology will enable optimization of power consumption for different IoT applications. LoRaWAN can provide between 2 to 5 km coverage in rural areas, and around 15 km in urban areas. The maximum data rate of around 100 kbps in both uplink and downlink directions is possible with LoRaWAN in North American deployment. The maximum data rate in Europe is usually lower than North America’s.

    Sigfox, the other most widely deployed LPWAN technology, was established in France in 2009 and has deployed networks in many countries since 2012. Sigfox operates in 868 MHz/902 MHz ISM frequency band, and can provide coverage of 30-50 km in rural areas, and 3-10 km in urban areas. The number of devices per access point is as high as one million devices. Due to using ultra narrow spectrum of 100 Hz, the uplink and downlink data rates are very low. The maximum data rate of Sigfox is around 100bps. Even though Sigfox provides bidirectional communication, its downlink capacity is constrained. Mobility is also a drawback for Sigfox, since mobility is difficult to be established using this technology.

    3.3 Licenced band LPWAN

    The 3rd Generation Partnership Project is the global technical body which develops technical specifications for mobile communication system. 3GPP was formed in 1998 with the objective to develop new technologies for the third generation of cellular networks. However, it has consequently worked on specifications for the fourth generation and fifth generation of cellular network. 3GPP represents seven regional telecommunications standard development organizations in Europe, America and Asia known as organizational or primary partners. 3GPP writes technical specifications, to be transferred into standards by the organizational partners. The 3GPP organizes its work into different segments. Each segment is represented by a Technical Specification Groups (TSG). Examples of these groups are Radio Access Networks (RAN), Services and Systems Aspects (SA), and Core Network and Terminals. RAN defines the radio communications between the mobile device and the network. SA defines the architecture and services of the network, while CT defines the core network. The project management among these groups is done by the Project Coordination Group (PCG). Each TSG is supported by several Working Groups (WGs). Organizational partners have the authority to create the TSG and PCG groups. Figure 3.1 demonstrates the 3GGP organization.
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Appendix A


  
  
      In BLE terminology, scan interval (T) is the duration of time between two consecutive times that the scanner wakes up to receive the advertising messages. The scan interval is shown in Figure A.1. When the scanner wakes up, it enables its reception to be able to listen to the advertising messages for a duration of TS, which is called the scan window. The value of scan interval should always be greater than or equal to the scan window. The values of T and TS should always be in the range of   0 ≤ TS≤ T≤ 10.24 s. In general, BLE modules use three different channels for advertising which are called Channel 37, 38 and 39. When a BLE module becomes a scanner or initiator, it scans these three advertising channels one by one in sequence of Channel 37, 38, and 39, according to a round-robin fashion, as shown in Figure A.1.

     

    
      [image: ]
      Figure A.1: BLE scanning/ initiating process
    
    The advertiser periodically generates advertising events. Each advertising event consists of a sequence of advertising messages. Tad is the duration of time that will take for the advertiser to send an advertising message on a predefined advertising channel during each advertising event. At that time, the advertiser goes into the reception mode and listens for the duration of Tr on the same channel. Then, as shown in Figure A.2, the advertiser moves to the next advertising channel.
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    Figure A.2: Advertising process
  
  
    Two types of scanning are defined for a BLE device which are called passive scanning and active scanning. In passive scanning, a scanner receives advertisement messages, but does not send any packet to the advertiser, while in active scanning, the scanner listens to advertisement messages and after receiving an advertisement message, it sends a scan request packet to the advertiser. The scan request packet can help the scanner to learn more about the advertiser. For example, the scanner can ask about supported services by the advertiser. In response, the advertiser can send a list of its supported services.

    The value of Tad is determined by the size of an advertising message. The size of each advertising message can be as small as 80 bits or as long as 376 bits. The value of Tr is adjusted to the tolerable time for the advertiser to wait for the scanner’s reply. The value of Ta represents the interval between two advertising events and consists of a fixed interval,  Ti, and a variable interval which can be represented as a pseudorandom delay Trd . Based on BLE specifications, 20 ms ≤ Ti ≤ 10.24 s, 0 ≤ Trd ≤ 10 ms, and the value of Ti should be a multiple of 0.625 ms.

    
      Since there is possibility of receiving several scan request messages 
      from
      an advertiser by multiple scanners, 
      it is likely that the packets collide with each other
      . If such a situation arose, each scanner should use 
      a 
      back-off strategy to minimize the possibility of collisions. 
    

    After receiving an advertising message by a scanner or initiator, they can initiate a connection. Connections enable a reliable communication for data transmission. To ensure robust delivery of data, Cyclic Redundancy Checks (CRC), acknowledgements, and retransmissions of lost or corrupted data are considered in BLE connections. BLE uses Adaptive Frequency Hopping (AFH) to detect and adapt hopping sequences dynamically to the surrounding environment and provide a robust physical layer. Data encryption is also supported by connections. A connection is initialized when a scanner (central BLE) sends a Connect Request packet. When the advertiser receives a Connect Request message and accepts this request, it stops advertising and follows the parameters in the Connect Request packet to start a connection. An advertiser checks several conditions before accepting the connection request. The advertiser needs to be enabled to accept connections and should not have any whitelist or if it has one, the initiator’s address should be in the whitelist. After establishing the connection, the initiator becomes the central node and the advertiser becomes the peripheral node. The central BLE node sends a connection event message on every connection interval. And the peripheral BLE node opens the scan window on every connection interval after the first connection event. The peripheral then sends a connection event packet toward the central node which acts as an acknowledgment. This packet may contain the user data as well.

    The connection parameters provide information about the communication between the central and peripheral BLE node and are included in the Connect Request packet. A Connect Request packet contains several fields. The most important fields of this packet are interval, latency, and timeout. Connection Interval (CI) is the time between two BLE connection events. The peripheral BLE node specifies the minimum and maximum values of interval, but the CI value for communication is set by the central node when the BLE connection is first established. Some central BLE devices ignore the maximum and minimum values specified by the peripheral and use some default CI values instead. The duration of CI is equal to the interval times 1.25 ms. The BLE specifications state that the interval can be any value between 6 and 3200. In other words, the connection interval time can accept any value in the range of 7.5 ms to 4000 ms. Latency field defines the number of connection events the peripheral BLE node is allowed to skip the transmission. If the peripheral node does not have any data to send, it has the option to skip several connection events. This can provide some reduction in power consumption for the peripheral device. It should be noted that the peripheral BLE node should not stay too long in the sleep mode to lose its connection to the central BLE node. The number of consecutive connection events that the central BLE node continues its operation without receiving any data is defined as timeout.
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Appendix B


  
  
    At the physical layer, Bluetooth 5 supports speed of 2 Mbps. It doubles the symbol rate as compared to BLE V 4.2 in order to increase the data rate at the cost of slight reduction in the communication range. To be compatible with BLE, Bluetooth 5 also supports the data rate of 1 Mbps. At this data rate, each bit maps to a single radio symbol. To provide long-distance connections, Bluetooth 5 introduced the coded scheme at 1 Mbps physical layer as a new particular connection type that its primary goal is to improve the range of connectivity but with a lower bit rate. The coded physical layer provides relative data rates of 500 kbps or 125 kbps, using a forward error correction technique which replaces each bit into 2 or 8 bits, respectively. It is clear that the forward error correction provides better tolerance for bit errors. This results in improving the range of communication. The packet structure of un-coded 1 Mbps and 2 Mbps as well as coded physical layer is shown in Figure B.1.

    Each packet in Figure B.1 starts with a preamble. A Bluetooth 5 receiver will use the preamble for frequency synchronization, automatic gain control training, and symbol timing estimation.

     

    
      [image: ]
      Figure B.1: The packet structure of uncoded 1 Mbps and 2 Mbps as well as the coded physical layer in Bluetooth 5
    
     

     The preamble for the uncoded 1 Mbps and 2 Mbps physical layers consists of an alternating sequence of 0 and 1, where the LSB of the access address determines the first bit of this sequence. The preamble for the coded physical layer is fixed and consists of 10 repetitions of 0x3C.

    Each link layer connection between any two nodes as well as each periodic advertisement is identified by a different Access Address (AA). The packet structure for coded physical layer contains there sections of preamble, FEC block 1 and FEC block 2. FEC block 1 has three fields: AA, Coding Indicator (CI), and Term 1 as shown in Figure B.1. The coding indicator consists of two bits, 00 indicates that FEC Block 2 is encoded using S8, and 01 indicates that FEC Block 2 is encoded using S2. Figure B.2 shows the way that FEC encoder and pattern mapper generate S2 or S8. As it is shown in this figure, S2 shows a situation that the input bits only go through the FEC encoder and the bits after leaving the FEC encoder are doubled. S8 shows that the input bits go through both the FEC encoder and the pattern mapper. The input bits are first doubled by FEC encoder and those bits are then quadrupled by the pattern mapper. Term1 is made of three consecutive zeros. It indicates a termination sequence which resets the FEC encoder.

    
      [image: ]
      Figure B.2: FEC encoder and pattern mapper in Bluetooth 5
    
    The Protocol Date Unit (PDU) in Bluetooth 5 is either an advertising channel PDU or a data channel PDU. In uncoded physical layer, the PDU follows the access address field. An advertising channel PDU might be on the primary advertising channel or the secondary advertising channel. The data channel PDUs are the ones that are transmitted on a data channel. For error detection, there is a 3-byte CRC for each PDU. For coded physical layer, everything in FEC Block 2 is encoded according to the CI field in Block 1. Three consecutive zeros (Term2) terminate the transmission and reset the FEC encoder for Block 2.

    For a N bit PDU (excluding the PDU header) and based on various types of physical layer (PHY), the information related to the physical layers of Bluetooth 5 is listed in Table B.1. The value of x represents the range achievable using 1 Mbps physical layer. If the other physical layer is used, the estimate of the range in terms of x is presented.

     

    Table B.1: Various information related to the physical layers of Bluetooth 5
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    The bit data path for un-coded 1Mbps and 2Mbps PHYs as well as the coded PHY is shown in Figure B.3.
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    Figure B.3: Transmitter bit data path for un-coded 1M and 2M physical layers in BLE 5
  
  
    Data is encrypted (if needed) and CRC is added to the data. Data whitening process is then applied to both the PDU and CRC fields in order to prevent long sequences of repetitive bits (e.g., 00000000 or 11111111). Data whitening uses a 7-bit Linear Feedback Shift Register (LFSR) with taps at bit four and bit seven. For the coded physical layer, data also needs to pass through the FEC encoder and pattern mapper as it was explained earlier. At the receiver, the received packets also go through several processes similar to the transmitter side but in reverse order as shown in Figure B.4.
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      Figure B.4: Receiver bit data path for un-coded 1M and 2M physical layers in Bluetooth 5
    
    The extended advertising mode is an effective method to improve the performance of connectionless communication of advertising messages among nodes. This is done by integrating the advantage of random access control method used in advertising channels and a scheme of chained advertising information in data channels. In general, advertisements are used by nodes to send data that can be discovered and processed by observer nodes. This enables Bluetooth nodes to send data to multiple nodes at the same time, without having a connected peer-to-peer communication. To exploit the advantages of advertising, Bluetooth 5 introduces significant changes to advertising process. To provide backwards compatibility and interoperability, the three advertisement channels are going to remain similar to BLE 4.2. However, they are now called primary advertisement channels.

    Bluetooth 5 has realized the popularity of its advertisement scheme in many IoT applications and therefore in addition to the existing three primary advertisement channels, it uses any of the remaining 37 data channels as secondary advertisement channels. This can help Bluetooth 5 to broadcast more advertisements as well as to offload the traffic of the primary channels. In other words, by using advertising extension, Bluetooth 5 offloads advertising data from only three advertising channels to all data channels. The peripheral nodes can send short extended advertising message in the primary advertising channels. The extended advertising message includes a pointer to a secondary advertising channel which is chosen randomly from the data channels. Table B.2 summarizes the differences between BLE and Bluetooth 5 advertising channel schemes in terms of advertising channels, the length of advertising messages and  the physical layer modes of operation.

  

   

   

  
    Table B.2: Differences between BLE version 4 and Bluetooth 5 advertising channel schemes

  

  
    [image: ]
  

  
    To allow the transmission of larger advertising data and to remove the need to duplicate the data payload on all three advertising channels, Bluetooth 5 allows a smaller packet sent on the three primary advertising channels to point to a larger packet sent at a later time on one of the 37 data channels. In Bluetooth 5, the maximum size of a single advertising packet can be 255 bytes of data, up from 37 in BLE 4.2. Advertising messages can now be chained together. This will allow for larger advertising packets as shown in Figure B.5. The maximum size of a chained advertising packet is 1650 bytes.

    
      [image: ]
      Figure B.5: Chained advertising packets
    
    Periodic advertisement is another feature added to Bluetooth 5 in which a periodic advertiser broadcasts the packets, with size of up to 255 octets and with a regular interval ranging from 7.5 ms to almost 82 s. This is accomplished by hopping between the secondary channels in a predefined pseudo-random pattern. A scanner device is able to receive data from one or even several non-overlapping periodic advertisers. Higher data throughput is achievable by combining periodic advertisements with chained packets. This equips Bluetooth 5 with a more efficient and reliable solution for data broadcast than the one exists in BLE. Since advertising packets can be sent periodically, observers are allowed to join and lock on to a stream of advertising data. For instance, the periodic advertising can be used for sending synchronous data, like audio broadcasts. In this case, the new primary advertisement message points to an auxiliary packet which in turn specifies a “connectionless” chain of packets which hop at a known interval. This is illustrated in Figure B.6.

    
      [image: ]
      Figure B.6: periodic advertisements
    
    Maximum transmit power in Bluetooth 5 is +20dBm, up from +10dBm in BLE. It is clear that increasing the transmit power has direct relationship with the maximum range that the technology can support. There might be some restrictions to use +20dBm globally due to various regulatory bodies.
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Chapter 1 Answers


  
  Answers to Exercises

  
    	a. Since they belong to the same vertical, they should be similar in terms of their regulatory bodies, and standards. However, since they do not belong to the same use case, they might be quite different in terms of their platforms and processing.

    	d. The traffic generated by people when talking on the phone or receiving data is somewhat different as compared to the IoT traffic. All three choices of a, b, and c are important differences between these two types of traffics.

    	b. A WSN network has nodes that communicate with each other, but might be local and not connected to the Internet.

    	a. The concept of remote device connection existed before the era of modern Internet. The first connected vending machine was invented in 1990. But, the term “IoT” first used by Kevin Ashton, to promote Radio Frequency Identification (RFID) technology.

    	a. An IoT gateway enables many IoT devices with no Internet connectivity to connect to the Internet via the gateway.

    	b. In an IoT network, several IoT devices might play the role of IoT gateways, if they have access to the Internet. For example, in a local area network with mash topology where more than one IoT device is connected to the Internet, all connected devices can be programmed to play the role of the IoT gateway.

    	c. Due to the existence of massive number of IoT devices, it would be beneficial to consider low power consumption as a requirement for IoT. Reducing the power consumption of each device reduces the total energy needed to be produced to power these devices.

    	c. An IoT device can reduce its power consumption by reducing the time that the radio is active. It is clear that when an IoT device goes to sleep and inactivates its radio, the device becomes unreachable. Therefore, the IoT device needs to go to sleep if it does not have anything to perform. Fortunately, in many IoT applications, that is the case.

    	d. The technologies such as Zigbee, BLE, or WiFi are short-range wireless technologies. LPWAN technologies are related to wide area networks and they can provide long range connectivity.

    	c. IIoT stands for Industrial Internet of things. The term XIoT where X can be different letter, has been widely used in IoT related articles and documents.

    	d. It is possible for an IoT device to send the medical data of a patient to the Internet. After the data is analyzed, the information for treatment can be sent to the same IoT device. In fact, the IoT device should have the equipment needed for treatment. For example, an IoT device may send the glucose level of a patient and receive a command that automatically adjusts the insulin pump.

    	b. An IoT device can have one or several sensors such as body temperature, pulse, blood pressure. The connectivity should be wireless due to the patient’s mobility.

    	b.  500×4=2000 zettabytes which is equal to 2 yottabytes.

    	a. smart meter can play the role of an IoT gateway.

  

  Answers to Review Questions

  
    	Due to the mobility of the bird and the need for a connectivity scheme for providing a good coverage, cellular IoT is preferred. 

  

  
    	A sensor (or a collection of sensors) is mounted on the helmet and is connected to a Bluetooth device. The Bluetooth device on the helmet is paired with the Bluetooth device on the smartphone. In this scenario, the smart phone plays the role of an IoT gateway. Once the helmet hits a hard object such as ice, or cement, the smart helmet will send the accident-related data to the smart phone. An app on the smartphone determines the severity of the crash based on the data. If the injury is severe, the location data in addition to the health data will be sent to an emergency contact. The smartphone can also send the data to the cloud, so that more processing and analysis can be performed.

  

  
    	Sensors can be embedded in the handle of racket to collect and send data. The data indicates the player’s performance metrics regarding the type of shots (forehand/backhand), its power and effect, and the frequency that the ball is hitting the best spot of the racket during the game. This data can be used for training purposes to improve the performance of the players.

  

  
    	To determine the drowsiness of a driver, IoT glasses can determine the eye closure ratio as a sign of driver fatigue. The glasses can send the data related to eye closure ratio to the Internet. If this ratio is smaller than a standard threshold, the driver should be alerted.

  

  
    	From each welding spot 15 KB of data is generated per seconds. Since welding operation for each spot takes 10 seconds, 150 KB of data is generated in 10 seconds. There are 500 spots per each equipment. Therefore, 150 × 500 KB= 75 MB of data is generated for each equipment. A factory builds 200 equipment per day. So, the total amount of generated data would be 200 × 75 MB= 15 GB.
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Chapter 2 Answers


  
  Answers to Exercises

  
    	d. Traditional Ethernet does not support any quality of service metrics. That is one of the issues with traditional Ethernet. Choice c is wrong, since traditional Ethernet was not designed to meet the requirements needed for guaranteed and real-time communications. In other words, traditional Ethernet supports only the best-effort service.

    	 c. preemption allows high priority packets to interrupt low priority ones. This is exactly opposite of choice a. It does not change the throughput of the system. It just reduces the transmission latency for high priority frames at the expense of increasing the latency for low priority frames.

    	
      a
      . Ethernet TSN guarantees the latency for real time critical data, but not for non-real time data. It is not based on best effort and therefore b and c are not correct.
    

    	
      d
      . Terabit Ethernet (TbE) is very fast and therefore is not widely used for IoT applications anywhere. It is usually used for Internet service provider’s (ISP) core routing. So, both b and c are correct.
    

    	
      a.
      Narrowband PLC operates at frequencies between 3 KHz and 500 kHz. The broadband PLC works in frequencies between 1.8 MHz to 250 MHz. Narrowband PLC can be used for data rates of up to 100s of kbps.
    

    	
      c.
      Narrowband PLC is a better IoT connectivity scheme as compared to wireless schemes in metropolitan areas and dense urban regions, since in these regions attenuation of wireless signals is high.
    

    	
      b.
      The BLE on IoT gateway plays the role of a central node (master) and sends the Connect Request packet. The BLE node on the IoT device plays the role of advertiser and after connection is established becomes a peripheral BLE node.
    

    	
      b
      . The value of connection interval (CI) is equal to Interval × 1.25ms. Therefore, Interval needs to be 6.
    

    	
      d
      . If the Bluetooth module is set to PHY coded s=8, the maximum range is four times larger than when PHY 1Mbps is used. This is explained in Table 2.2. So, the range would be 200× 4= 800 m.
    

    	
      a
      .  Bluetooth 5 can send advertisement packets of up to 256 bytes in length. The size has been increased from maximum 32 bytes in BLE 4.2. The data can be sent during advertisement and there is no need for connection. However, the possibility of collision exists.
    

    	
      b.
      Zigbee operates on 2.4 GHz globally.
    

    	
      a.
        It is true that in-building WiFi coverage is almost ubiquitous. So, answer a is correct. WiFi does not have the lowest power consumption among other short-range wireless technologies in the market. Actually, BLE and Zigbee draw less current as compared to WiFi. Answer c is wrong, since many smart home applications do not need very high-speed data transfer. It is true that WiFi can provide higher data rate as compared to other short-range wireless technologies. WiFi can provide substantially higher data rates as compared to BLE or Zigbee.
    

  

  Answers to Review Questions

  
    	Time synchronization, traffic scheduling based on QoS, and frame preemption. 	Monitoring charge on the computer or phone, receiving notifications when charge is complete, over-the-air firmware updates, remote service if necessary, taking advantage of offpeak or low-rate charging time, negotiating for charging slots that does not overload the system.
	Technologies such as Homeplug Green



    	The number of connection events the peripheral BLE node can skip is defined as latency parameter. If the peripheral node does not have any data to send, it has the option to skip several connection events. This can provide some reduction in power consumption for the the peripheral device.

    	Yes, in many IoT applications smartphones play the role of IoT gateway. Since most smartphones, tablets and computers do not have Zigbee module, they cannot be used as IoT gateway.

    	In a smart building use case, where the building has thick concrete walls, or specific thermal insulation material, the implementation of wireless technology may introduce many challenging issues and if possible the wired connectivity solution is preferable.
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Chapter 3 Answers


  
  
    Answers to Exercises

    
      	a. In general, Sigfox is a very low data rate network which uses a very small spectrum. LoRaWAN supports both 250 kHz and 125 kHz bandwidth. Depending on spreading factor and channel bandwidth, the LoRa data rate is between 300 bps and 50 kbps. Sigfox uses ultra narrow spectrum of 100 Hz, the amount of uplink as well as downlink data rate is very low. The maximum data rate of Sigfox is around 100 bps. Choice c is not correct. It is correct that the LoRa uses six spreading factors where higher spreading factor provide longer range and lower data rate, and lower spreading factors provide higher data rate at the expense of lower range. However, still with the highest spreading factor, the maximum data rate of LoRa is higher.

      	b. NB-IoT and Sigfox do not support mobility. LTE-M supports mobility even with high speed vehicles. The LoRaWAN supports mobility, but LTE-M has better features.

      	
        c
        . LTE-M, NB-IoT, and Sigfox are cellular. LoRaWAN is not based on cellular network.
      

      	
        b
        . They are not the same. LoRa defines the physical layer (L1) of the system, LoRaWAN defines the protocols over the LoRa and it is the network architecture which operates in a non-licensed band. LoRa is developed by Semtech and LoRaWAN by LoRa Alliance.
      

      	
        b
        . Operators have deployed LTE-M network using 1.4, 3, 5, 10, 15, or 20 MHz spectrum. There are some early deployments that are based on 1.4 MHz spectrum. LTE-M uses 1.4 in Release 13 and 5 MHz in Release 14 and above. Therefore, if an operator uses 1.4 MHz spectrum for LTE, LTE-M Release 14 cannot be deployed in that center.
      

      	
        c
        . LTE-M signaling is very similar to legacy LTE. In LTE-M, there have been more changes to PDCCH control channel compared to the other channels. The new channel is called MPDCCH which stands for MTC physical downlink control channel. MPDCCH is a special type of PDCCH designed for IoT operation. Most channels in LTE-M are very similar to legacy LTE, except that the repetition and frequency hopping have been added to channels.
      

      	
        d
        . They are mostly different, but there are a few similarities. NB-IoT has made substantial changes to the LTE signaling and has introduced many new channels in contrary to LTE-M that was very similar to legacy LTE.
      

      	
        c
        . The duplexing is FDD, but the device should alternate between transmission and reception.
      

      	
        a
        . Each radio frame in LTE is 10ms, and is divided to 10 sub-frames. Each sub-frame has two slots each 0.5ms.
      

      	
        a
        . Access permission of a UE to the network for initiating data transfer. When a UE wants to transfer data, it should start a process called random access. To do that, the UE should send a preamble in Physical Random Access Channel (PRACH).
      

      	
        b
        . It is one to several milliseconds. The values of  TD, TDUS, TUDS for LTE-M are 1ms, 3ms, 3ms, respectively.
      

      	
        a
        . the correct answer is in-band mode. In this mode of deployment, one PRB in LTE spectrum is dedicated for NB-IoT in both the DL and UL. The rest of LTE spectrum is dedicated to non-IoT data transfer.
      

      	
        c
        . By introduction of repetitions. NB-IoT neither increases the power transfer, nor changes the frame structure. It uses repetitions to gain 20 dB to reach to the locations with poor radio condition.
      

    

    Answers to Review Questions

    
      	The Third Generation Partnership Project (3GPP) is the global technical body which develops technical specifications for mobile communication system. It is not for standardization. 3GPP writes technical specifications, to be transferred into standards by the organizational partners. Therefore, the 3GPP partners are responsible for standard based on technical specifications produced by 3GPP. Overall, we can say that the 3GPP and its partners have made standards for 2G, 3G, 4G and 5G cellular networks.

      	For example, 4G was first introduced in Release-8 and is continued to evolve in higher releases.

      	Global availability of GSM in lower frequency bands of either 850 or 900 MHz band has enabled GSM to provide a good coverage. GSM using a simpler technology as compared to more advanced generations of cellular network. This means that the price of GSM mobile devices would be cheaper as compared to 3G, 4G and 5G technologies. This also makes GSM an attractive choice for IoT technology.

      	LTE-M has higher data rate, uses larger spectrum, and provides mobility. NB-IoT has lower data rate, uses smaller spectrum, and does not support mobility.
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Abbreviations


  
  A

  AA  Access Address

  ACK  Acknowledgement

  AFH   Adaptive Frequency Hopping

  ARIB Association of Radio Industries & Businesses

  AGV  Automated Guided Vehicles

  ARQ  Automatic Repeat Request

  B

  BPSK Binary Phase Shift Keying

  BLE      Bluetooth Low Energy

  C

  CIOT Cellular Internet of Things

  CI      Coding Indicator (for Blurtooth 5)

  CI      Connection Interval (BLE)

  CE    Coverage Enhancement

  CRC  Cyclic Redundancy Checks

  D

  DMRS Demodulation Reference Signals

  DETNET  DETerministic NETwork

  DCI Downlink Control Information

  E

  ERRI Electric Power Research Institute

  EDGE Enhanced Data Rates for GSM Evolution

  EtherCAT Ethernet for Controlled Automation Technology

  EC-GSM-IoT Extended Coverage GSM Internet of Things

  FEC Forward Error Coding

  F

  FCC Federal Communications Commission

  FDD Frequency Division Duplexing

  FSK Frequency Shift Keying

  G

  GPRS General Packet Radio Service

  GSM Global System for Mobile Communications

  H

  HARQ Hybrid Automatic Repeat Request

  I

  IIOT Industrial Internet of Things

  ISM Industrial, Science, and Medicine

  IETF Internet Engineering Task Force

  IP Internet Protocol

  IoT Internet of Things

  ISP Internet Service Provider

  L

  LFSR Linear Feedback Shift Register

  LoRa Long Range Radio

  LPWAN Low-power Wide Area Network

  LTE  Long-Term Evolution

  LTE-M LTE for Machine-Type Communications

  M

  M2M Machine To Machine

  MTC Machine Type Communications

  MIB Master Information Block

  MNO Mobile Network Operators

  MIMO Multiple Input Multiple Output

  N

  NB-IoT Narrowband Internet of Things

  NB-PLC Narrow-Band PLC

  NACK Negative Acknowledgement

  O

  OFDM Frequency Division Multiplexing

  P

  PCFICH Physical Control Format Indicator Channel

  PBCH  Physical Downlink Broadcast Channel

  PDSCH Physical Downlink Shared Channel

  PRACH Physical Random Access Channel

  PRB Physical Resource Blocks

  PUCCH Physical Uplink Control Channel

  PUSCH Physical Uplink Shared Channel

  PLC Power Line Communication

  PCP priority Code Point

  Profinet Process Field Network

  PCG Project Coordination Group

  PDU Protocol Date Unit

  Q

  QAM Quadrature Amplitude Modulation

  QoS Quality of Service

  R

  RAN Radio Access Networks

  RU Resource Unit

  RFID Radio Frequency Identification

  S

  SA Systems Aspects

  SNR Signal-to-Noise Ratio

  SRS Sounding Reference Signal

  SIG Special Interest Group

  T

  TSG Technical Specification Groups

  TbE TeraBit Ethernet

  TDD Time Division duplexing

  TSG Technical Specification Groups

  TBS Transport Block Size

  V

  V2X Vehicle-To-Everything

  VLAN Virtual Local Area Network

  W

  WG Working Groups

  #

  3GPP Third Generation Partnership Project
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