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Preface


  
  In today’s Internet of Things (IoT) ecosystem, Low-power Wide-area (LPWA) communication technologies play a central role in connecting the smart objects to the Internet due to their low complexity, low power consumption, wide coverage and high capacity. Cellular IoT technologies such as LTE-M and NB-IoT bring significant value for LPWA use cases over non-cellular communications due to their ubiquitous connectivity, technology maturity, scalability, reliability and security.

  This book, first describes the simplified architecture of an IoT network from the core functional perspective, then presents step-by-step procedures to establish a connection between the IoT device and platform. It practically shows how to connect a cellular IoT module to the Microsoft Azure IoT Hub using the LTE-M technology.

  Four experiments are designed to practice different concepts required to exchange the data between the IoT device and the software backend. In Chapter 2, the required hardware and AT commands to configure the LTE-M module are described. This chapter will also show how to send text messages and enable the GPS module to acquire the positioning information.

  The purpose of Chapter 3 is to configure the LTE-M module as a TCP/IP client in order to establish a client-server connection with a server and exchange data.

  After becoming familiar with various IoT application protocols in Chapter 4, the MQTT function lab will show how to configure the LTE-M module to act as a MQTT client/subscriber and exchange data with a broker. The broker will be built on a computer using Node-RED programming tool to wire together hardware devices, and online services to establish a communication with the LTE-M module. The data published on the broker will be sent to the MQTT clients that have subscribed to the topic.

  Finally, Microsoft Azure IoT Hub is introduced which is a cloud managed service acting as a central message hub for two-way secure communication between the IoT application and the IoT device it manages. In Chapter 6, you will learn how to use the Node-RED flow to establish a connection between the Microsoft Azure IoT platform and the IoT device. Once the data is received by Microsoft Azure, different components can be utilized to visualize and analyze the data to create actionable insight.

  




  
  







Chapter 1: IoT Technology Stack



  
  1.1 Introduction

  The Internet of Things (IoT) has connected billions of sensors and devices and created many opportunities that led many businesses to initiate IoT marketing and development budgets. Affordable, smaller and more powerful hardware, ubiquitous connectivity, availability of big data tools and cloud-based services, and huge market awareness are some of the reasons why more and more IoT opportunities and use cases are occurring [1]. To bring these many use cases and opportunities to life and handle the huge amount of data generated by massive number of IoT devices and sensors, a solid infrastructure and architectural model is needed. From a network architectural standpoint, the simplified core IoT functional stack has four main layers as shown in Figure 1.1.
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Chapter 2: LTE-M Modem and AT Commands



  
  2.1 Introduction

  In the previous chapter, we briefly discussed different building blocks (layers) of an IoT solution from the core functional perspective. In this chapter and the next few chapters, we will discuss how to practically work with an LTE-M module to establish a CIoT connectivity scheme to transfer the data to the Internet. The high level architecture of the IoT project that we want to complete in this book is described in Figure2.1.

  
    [image: ]
    Figure2.1. High level architectural design of the IoT project
  
  In this project, we will be using a Quectel BG96 LTE-M modem to exchange the data with the Internet through the cellular tower. The transmitted data is then stored and analyzed in the software backend (cloud platform) that gives full accessibility to the user to monitor, control and manage the device and network.

  Following the step-by-step instructions in this chapter, you will become familiar with the TELUS IoT Starter Kit and Avnet Quectel BG96 LTE Cat-M1/NB-1 Shield. Also, you will be able to configure the Quectel BG96 modem using AT commands (instructions used to control a modem). Moreover, you will learn how to enable the GPS and acquire the location information using the AT commands.

  In these lab series, you will learn how to create, prototype and develop an IoT product using the TELUS LTE-M IoT Starter Kit[1]. You will practice how to connect to the LTE-M network (The modem supports both LTE-M and NB-IoT. However, in this book, you will only work with LTE-M). Then, you will use Microsoft Azure cloud services to manage, store and analyze the data. The starter kit integrates three stacked boards as shown in Figure 2.2. A brief introduction of each board is given here. Note that in this book you will only work with the BG96 module (top board) in the standalone mode.

  
    [image: ]
    Figure2.2. TELUS IoT starter kit
  
  2.2
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Chapter 3: TCP/IP AT Commands



  
  3.1 Introduction

  In this chapter, we would like to connect the BG96 board to the Internet to send and receive data. For this purpose, the BG96 board needs to establish a TCP/IP connection to a server. This can be done by using a software program such as SocketTest to enable the computer to act as a server. The configuration used in this lab is shown in Figure3.1.

  
    [image: ]
    Figure3.1. BG96 connection to the Internet
  
  For the BG96 board to communicate with the server installed on the computer, the BG96 board sends the data to the IP address of the computer. If the computer is installed behind a Network Address Translation (NAT) router like the ones in most homes and offices, the computer may use an internal address. For proper communication to take place, the NAT router needs to work well and proper port forwarding needs to be configured.

  Quectel BG96 module can access to the Internet using the embedded TCP/IP stack and AT Commands. The module supports services for UDP client/server and TCP client/server. In this lab, the BG96 module will act as a TCP client and connects to a TCP server to exchange data.

  3.2 Practical tasks

  To start using TCP/IP AT Commands, first you need to configure the parameters of the context such as the APN, username, and password. Second, the Packet Data Protocol (PDP) context which is is the connection between the modem and the end address is activated. Third, you will start a socket service to exchange data. Finally the socket service is closed and PDP context is deactivated.

  A.
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Chapter 4: Data Communication Protocols for IoT



  
  4.1 Introduction

  Massive IoT interconnects an enormous number of devices and services over the Internet for a broad range of applications. The IoT devices are typically connected to the Internet via Internet Protocol (IP).

  The application-layer protocols such as HyperText Transfer Protocol (HTTP) are primarily used for communication on browser-based clients, which typically run on relatively high-capability devices, such as smartphones that use relatively high-bandwidth communications channels (e.g., LTE). On the other hand, IoT protocols are set of rules suitable for IoT applications to ensure that data sent from an IoT device gets read and understood by another device. IoT protocols also need to ensure
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Chapter 5: MQTT Function



  
  5.1 Introduction

  In this chapter, we would like a BG96 board to act as a MQTT client and publish its data with a specific topic to a broker. To build a broker, we use an architecture similar to the one used in Chapter 3. The broker is built on a computer by using Node-RED[1] programming tool to wire together hardware devices, and online services to establish a communication with the BG96 module through MQTT protocol.

  The data published on the broker will be sent to all the MQTT clients that have subscribed to the topic. To have another MQTT client, we use a MQTT client software on the same computer. The configuration used in this lab is shown in Figure 5.1. The MQTT client on the computer also can publish a message to MQTT broker that can be forwarded to BG96 board.
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Chapter 6: Microsoft Azure IoT Hub



  
  6.1 Introduction

  Microsoft Azure IoT Hub is a cloud-based managed service acting as a central message hub for two-way secure communication between the IoT application and the IoT devices that it manages. IoT Hub supports several messaging patterns such as file upload from devices, device-to-cloud telemetry, and request-reply methods to control the IoT devices from the cloud. IoT Hub monitoring helps to maintain the health of the IoT solution by tracking events such as device failures, creation, and connections [8].

  6.2 Microsoft Azure IoT Hub

  In this chapter, you will become familiar with Microsoft Azure IoT Hub and create an account. Then, you will register the IoT device with Microsoft Azure IoT Hub to exchange messages.

  A.
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Abbreviations


  
  A

  APN       Access Point Name

  ACK        Acknowledgement

  AMQP    Advanced Message Queuing Protocol

  AWS       Amazon Web Services

  API         Application Program Interface

  B

  BER        Bit Error Rate

  C

  CIoT       Cellular IoT

  CON       Confirmable

  CoAP     Constrained Application Protocol

  D

  DTLS      Datagram Transport Layer Security

  DL          Downlink

  E

  EEG        Electroencephalogram

  ERP        Enterprise Resource Planning

  eDRX     Extended Discontinuous Reception

  G

  GNSS     Global Navigation Satellite System

  H

  HTPP      HyperText Transfer Protocol

  I

  IM          Instant Messaging

  ICCID     Integrated Circuit Card Identifier

  IMEI       International Mobile Equipment Identity

  IANA      Internet Assigned Numbers Authority

  IETF       Internet Engineering Task Force

  IoT         Internet of Things

  IP            Internet Protocol

  J

  JSON      JavaScript Object Notation

  L

  LWT       Last Will and Testament

  LWM2M              Light-Weight Machine-to-Machine

  LPWA    Low Power Wide Area

  M

  MQTT    Message Queue Telemetry Transport

  N

  NB-IoT  Narrow Band Internet of Things

  NAT       Network Address Translation

  NON      Non-confirmable

  P

  PDP        Packet Data Protocol

  PSM       Power Saving Mode

  Q

  QoS        Quality of Service

  R

  RAT        Radio Access Technologies

  RSSI       received signal strength indicator

  S

  SSL         Secure Socket Layer

  T

  TCP        Transport Control Protocol

  TLS         Transport Layer Security

  U

  URI        Universal Resource Identifier

  UL          Uplink

  UDP       User Datagram Protocol

  UE          User Equipment
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